SPYPI

AN ATTEMPT TO GET STUDENTS
INTO DATA SECURITY



ABOUT ME

* High school senior. Fall 2018: Computer science at
university

* Programming experience:

- 2016: Wanted to build and program a robot.
because hardware parts blew up.

- 2017: Programming my graduation work in Python.
Succeeded affter many sleepless nights.
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THE ROLE OF THE GENERAL PUBLIC

"ullu I ﬁhk?%xt

Source: Flicker.com , pinterest.com, openclipart.org, iconscout.de, freepick.com, pngtree.com



Source: Pinterest.com

TRADITIONAL TEACHING METHODS

Jamn,

Who needs
privacy
anyway?

understand
shit!

CA, WPA2, PSK,
Firewall, IP-Tables,
Handshake
Blablablabla...



ROLE REVERSAL

Source: Flicker.com, dreamstime.com, avatarmaker.com



INTERACTIVE INSTEAD
OF JARGON-HEAVY

Source: Trendhunter.co

CHILDHOOD DREAM AS A
MOTIVATION TOOL




Source: Raspberrypi.org, twitter.com, python.org



DATA COLLECTOR ' BLACK-HAT HACKER

WLAN PSK BRUTEFORCE

TWITTER DATA MINING
- TWEETS

PICTURES SMS SPOOFER
MIFARE CLASSIC 1K
DEFAULT KEY
BRUTEFORCE
(VERY BASIC) SENTIMENT - MITM PROXY

ANALYSIS + LOGIN DATA CATCHEF



SMS SPOOFER TR

|_I FRIEND
Sender ID: 079 999 99

messaggg—- clockwork. SMS ( SAM
to = '41799999999', Today 2:00am

message = 'LOOSER! ')
( LOOSER
@ Clockwork !
) Lsan




MITM PROXY
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Source: Blog.botfrei.de, shutterstock.com



MITM PROXY
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mitmproxy

Source: Shutterstock.com



TWITTER DATA-MINING
AND ANALYSIS

e

An easy-to-use Python library for accessing the Twitter API. _\T,a---"-'
B LT ) i
[extBlob

>>> testimonial = TextBlob("Textblob is amazingly simple to use. What great fun!"
>>> testimonial.sentiment

3 ) ) e i e e 4
,3016666666666666

Sentiment(

Source: Tweepy.org, twitter.com, freepick.com, textblob.readthedocs.io
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AWARENESS RAISING
ISN'T ENOUGH

MNOAAIBIINIC
FLEXIBLE SOLUTIONS

AWARENESS RAISING

Source: Freepick.com, pinterest.com



QUESTIONS?

Website: spypi.ch



